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AlM

Extraction of run-time behaviour of Malware by monitoring

system calls
Categorize unknown Malware

SCOPE

Operating System . Windows OS

Category of Malware : Five Classes

1. Worm
Trojan-Downloader
rojan-Spy
rojan-Dropper

. Backdoor

QICANN
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Application Execution in Windows OS

USER APPLICATION

Windows-API !

(Kernel32.dll, Advapi32.dll & other Windows DLL) i !
i | User Level
Operating * *
1
System Native API
(Ntdll.dll)
Kernel API Kernel Level

I

HARDWARE
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Application Execution iIn Windows OS

MALWARE g
Windows-API !

(Kernel32.dll, Advapi32.dll & other Windows DLL) i '
: ' User Level
Operating * *
1
System Native API
(Ntdll.dll)
Kernel API | Kernel Level

I

HARDWARE
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Application Execution iIn Windows OS

Create a File

CreateFile(..) (Kernel32.dll)

\ 4
. User Level

Operating |

System ' _ |
NtCreateFile() (ntdll.dll)

NtCreateFile (SSDT)

.

IRP MJ Writdriver
DISK Write

\4
Kernel Level

l
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Application Execution iIn Windows OS

c - Version Independent
reate a File Many Hooking Libraries

CreateFile(..) (Kernel32.dll)

! | Use;LeveI
Operating ¥ T
System |

'L Kernél Level
IRP_MJ WriteDriver )

HARD DISK
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Some Malicious Win -AP| Patterns

Malicious Activity API Pattern

(FindWindowA, ShowWindow, GetAsyncKeyState) (SetWindowsHooKEX,

Key Logger
y 99 RegisterHotKey, GetMessage,UnhookWindowsHoOKEX)

(GetDC, GetWindowDC), CreateCompatibleDC, CreateCompatibleBitmap,

Screen Capture . . _
SelectObject, BitBIt, WriteFile

(IsDebuggerPresent, CheckRemoteDebuggerPresent, OutputDebugStringA,

Antldebugglng OutputDebugStringW)

Downloader URLDownloadToFile, (WinExec,ShellExecute)

DLL | nj ection OpenProcess, VirtualAlloceEx, WriteProcessMemory, CreateRemoteThread

Dro p p er FindResource, LoadResource, SizeOfResource

For each Malicious Activity

1. Identification of such Win -API Call sequences
2. Extraction of same
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ldentification & Categorization of Win -APIs

534 Win =API Calls

OpenFile WriteFile Send | GetHostbyName . Connect GetSystemTime
A B
I/O /O 1/O 1/O I/O Win- System
Create | Open | Write Find Read Service Info

26 Category

Win-APIs in ‘l/O create’ category is used to create
/O objects like file, folder, Stdin & Stdout.
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CATEGORY SOME EXAMPLES Code No. of API
1 I/O Create CreatefileA, CreatePipe A 14
2 /0 Open OpenFile ,OpenFileMappingA B 10
3 /O Write WriteFile, WriteConsoleW, WriteFileEx C 25
4 /O Find FindFirstFileA, FindNextFileW D 13
S /0 Read ReadFile, ReadFileEx, ReadConsoleA E 18
6 /0 Acces SetFileAttributesW, SetConsoleMode, F 19
7 Loading Library  LoadLibraryExW ,FreeLibrary G 7
8 Registry Read RegOpenKeyExW, RegQueryValueA H 15
9 Registry Write RegSetValueA, RegSetValueW, | 13
22 Internet Open/ Read InternetOpenUrlA, InternetReadFile \Y; 13
23 Internet Write InternetWriteFile, TransactNamedPipe W 2
24 Win-Service Create CreateServiceW, CreateServiceA X 2
25  Win-Service Other StartServiceW, ChangeServiceConfigA Y 11
26 System Information GetSystemDirectoryW, GetSystemTime Z 35
TOTAL APIs 26 534




Win -API| Call Extraction of Malware
Host Machine: UBUNTU 14.01

/ Guest Machine : Win -XP SP2 \
B appvON B

Execute Malware 520 for each Malware Class
* Total Sample: 2,600
Win-API Call Sequence Time Taken: 40 days

CreateMutexA OpenFile InternetOpenUrlA Cr
InternetReadFile CreateServiceW CreateFile
E FindFirstFileA OpenFile ,OpenFileMappingA

Higher Level Category Sequence

HYUJWFEHTIEGDFAYNGDRUOKLMNBYWDC
GTUEMACAZAEAGHALAMATOSLELTAHEST

CSGS IQI*IDLHDHDEAKQPHI-!I%IEJDGHLKE
S ——————————————————— 10 of 20
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N -gram Analysis of final Call sequence

Tool Used: AntConc

Backdo  Trojan Trojan- Trojan-
Worm
PATTERN or Downloader Dropper Spy
EBMZRFZRMHMHZH 0 0 24.16 0 0
LFAFECEAE 23 0 0 0 0
MLMLMLMLMLMLHD 0 58.95 0 0 0
GLGLGLSMHMHM HM 0 12.3 0 0 0
ZDGLMH 3.75 0 25.83 0 2.5
LSLZXMXL 0 0 0 0 33.33
FLHZSRGLMLPLPLPL 0 2.1 0 0 32.51
LPLP LMLZJL 2667 O 0 0 0
FZRFM JRIHLFIM 0.83 0 0 21.97 1.25
LIMITATION: F inds exactly same consecutive _ patterns
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Analysis of sequence: ssdeep Analysis

ssdeep (Fuzzy Hash) Matches inputs that have homologies.

Properties:

 Non-Propagation
e Alignment Robustness and

e Signature Matching Criteria
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Analysis of sequence: ssdeep Analysis (2)

FILE LENGTH : 26 KB
ssdeep Hash: 768:9tshU99FMIEHVIDDINKmM2tWHISDXhAfQPLJzZOmu:9UY+iXnnKghXEQPI3u

File Edit ZSearch Wiew Encoding Language Settings  Macro Run Plugins  “Window 7
d @--EIB” Eﬂ|§} ||ﬂlbﬂ| L -'-='::|I_'-‘I_E_‘I_|§_._d il E:EL:I.Bl_I"|IEI

|=| Space201Etext £3 l

1 SPACE 2016 iz bheing organized by C.E.Rao Advanced Institute of Mathematics, Statistics and Comp
— 500046, India, in cooperation with International Association for Cryptologic REesearch (IACER)
December Z016.The 3ixth International Conference on ecurity, Privacy and Applied Cryptographic
which started in 2011. Thiz annual event i3 devoted to various aspects of security, privacy, ap
co-chairs for SPACE Z016 are Claude Carlet [(Professor, Universite Paris 8, France), Ainwar Hasan
Saraswat [Assistant Professor, LAIMICE, India) . The conference proceedings will be published by 3
Author (2)14/12/16: Workshop Day 18:30Registration9:00

2 Tutorial 1 - Part 1Invited3ide-channel attacks on PECLe]lla EBEatinalO:30Tea EBreak (30 minutes) 11:
Daemwenlz :3i0Lunch Break (90 minutes) 14:00Tutorial 1 - Part Z2Invited3ide-channel attacks on PECLe
2Invited3ponge-bhased cryptographyJoan Daemenl5/ 12/16: Workshop Day 29:00Tutorial 3 - Part 1Invi
CryptographyCralg Costelloll:30Tea Break (30 minutezs) 11:00Tutorial 4 - Part llnwvitedFault Injec
Ereak (20 minutes) 14:00Tutorial 3 - Part ZInvitedElliptic Curwve Cryptography and Isogeny-hased

K Tutorial 4 - Part ZInvitedFault Injection AttacksShivarm Bhasin and Debdeep Mukhopadhyavle/ 12716
channel analysis lInvitedBreaking Cryptographic Implementations Using Deep Learning TechnidquesT
Frouffll1l:00Tea Ereak (30 mwinutezs)l1l1l:30531ide channel analysis 1lPaperCheap and Cheerful: A Low-Cos
He, Jakub Ereier and 3hiwvam BhasinlZ :00PaperComprehensive Laser Zensitivity Profiling and Data
FPGAWN=e1 He, Jakuh EBreier, Shiwvam Bhasin, Dirmwanto Jap, Hock Guan Ong and Chee Lip Ganlz:30Paper
Eazu Rovy, Avik Chakraborti, Donghoon Chang, 3 V Dilip Eumar, Debdeep Mukhopadhyay and Mridul HNa

4 14:5304pplied cryptographyvInvitedlmplementing Complete Formulazs on Welerstrass Curves 1n Hardwar
Ereak (30 minuteszs) lo:00&4pplied cryptographvyPaperPartially homomorphic encryption schemes over I
Chenle:30Paperlight Weight Eevy Establishiwent Scheme for Wireleszs Zensor NetworksJdilna Pavingat

of Montgomery Modular Multiplication for Public Key Cryptosvstems Based on DEPsimine Mrabet, HNa
Frmallarmmme SHdhem Maznamer and Mohizern Marbhbhant12 000172212516 CovmfFerances Tiatnr 29-MMNOTraratrHisre ~inh
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Analysis of sequence: ssdeep Analysis (3)

ssdeep Hash: 768:9tshU99FMIEHVIDDINKmM2tWHISDXhAfQPLJIZOMU:QUY+iXnnKghXEQPI3u

CHANGE SSDEEP HASH MATCH
Removed * Annu &dm' first| F6BICISAUIORMIERVIDDINKM2EWHISDXRAIQPLY | ¢
paragraph JzOmu: ZUY-+XnnKghXEQPI3u
Replace 2016 with 2017 (15 X = If 83
replacements) X i 3 C
Replace cryptography with ltsh € C UgZaw oleV 79
cryptology (25 replacements)
Removes first 500 bytes 99
Removes first 1500 bytes and place 06
them in end
Remove first 1500 bytes and place 06
them in middle
Remove 2000 bytes from middle 06
Replace 800 bytes from middle with 97
random string nKqhXEQPI3u
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Analysis of sequence : ssdeep Analysis (2)

Malware

API Call Sequence

Fuzzy Hash

Worm 1

ZIMLZLMLRLZLZLSJILQBRLGSGS
LZLDGZLRZJLSISLHLHGQGLGZB
GZGZLZLZLMLMLMHZGMLZLZA
FWMWMWMEF...

24:Nbz94nARL3dSaNNOyYRDIF
KKGbSmSDSuSmFNaaxQ1Xy7Y
pK/G:Bz9KA19X0yYQ1bVmG

ZIMLZLMLRLZLZLSILQLZBRLSL
SLDGZLRZJLSISLHLHGQGLGZBG
ZGZLZLZLMLMLMHZGMLZLZAF
WMLMLMZE...

24:M4hz94nARL3dSaNNOyYRDI
FKKGb5cUEKsNQq:M8z9KA19X
OyYQIbc

matching score as malware classification criteria.
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Classification Results: Best Matching Class

Training Data : 2000 Samples
Testing Data : 120 samples per Malware Class

MALWARE Backdoor Trojan - Trojan - Trojan -
CLASS Dropper Downloader Spy

Worm

Backdoor

Trojan -
Dropper

Trojan -
Downloader

Trojan -
Spy
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Classification Results Comparison
Existing (Malware vs Benign)

Malware Detection Model based on feature Classification FPR
(Malware vs Benign) Accuracy (%)
Opcode n-gram + Byte code n-gram [ 1] 95 0.06
Opcode n-gram [2] 99 0.03
Opcode n-gram [ 3] 92 0.03
Byte Code n-gram + Opcode n-gram [4] 96 0.01
Opcode n-gram + API [6] 96.22 0.07
API+ String + function length frequency [5] 97.05 0.055
Portable Executable Header + Strings [7] 93.7 0.15
System Call [21] 96.8 0.04
API Call with DNA sequence alignment [12] 09.8 -
Our Model (One Malware Class vs All)
Classification Problem Classification Accuracy (%) FPR
Worm vs rest 96.33 0.022
Backdoor vs rest 92.67 0.045
Trojan-Dropper vs rest 93.66 0.039
Trojan-Downloader vs rest 96 0.025

Trojan-Spy vs rest 05.33 0.029



Proposed Malware Classification Framework

OFFLINE PHASE ONLINE PHASE
MALWARE SAMPLES

Worms, Backdoor, Trojan-Spy, Trojan-

UNKNOWN EXECUTABLE

Downloader, Trojan-Dropper

‘.y WIN-API EXTRACTION
WIN-API EXTRACTION GetVersion, GetMo%HandleA

1. LoadLibraryA, GetVersion ...
2. CreateSemaphoreW, RegOpenKeyW... CATEGORIZATION

ZLMLZLMLRLZL...

ATEGORIZATION
LGZLMLZLMLRLZL ...
22.RIABZSZMZLMHZ...

24:M829KA10X0yYQ1bwiJ8z29KA 10X0yYQ1bbn
0G:M8BKJOyP1brJSBKJOyP1bbnQ

FUZZY HASH DATASET FUZZY HASH MATCHING

1. 24:Nbz94nARL3dSaNNOyYRDIFKKGbDS

mSDSuSmFNaaxQ1Xy7YpK/G:Bz9KA19 I Worm Back- Trojan- Trojan- Trojan

X0yYQIbVmG2 door Dropper Down- -Spy
2. 24:M4hz94nARL3dSaNNOyYRDIFKKGb loader

ScUEKSNQq:M829KAI19X0yYQlIbe 91% 0% 2% 5% 8%

¥

Executable Identified as
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FUTURE DIRECTION

- More number of samples
- More Malware Categories like rootkit, botnet etc.

- Other Operating systems like Linux, Android etc.
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Thank You



CTPH: Workflow

Window

last Trigger Seq. _’
BeeEL1L O W O R L D

RH( MY WOR) % BS ==
ChU/

FNV-HASH (HELLO MY WOR) = 32234013
32234013 % 64 = 5
5 = E

\\

Signature: .



CTPH: Workflow

e Output of FNV haskr 6 bits (LSB)
« BASEG64 encoding [A..Z]|a..z][0..9][+,/]

 Rather then generating single hash of file,
hashes of different blocks of variable lengths ar¢
recorded.



Worm

A worm is a type of malicious program that spreads copies of itself to other devices
over a network.

Trojan-Downloader

This type of trojan secretly downloads malicious files from a remote server, then
Installs and executes the files.

Trojan-Spy

This type of trojan secretly installs spy programs and/or keylogger programs.

Trojan-Dropper
This type of trojan contains one or more malicious programs, which it will secretly
Install and execute.

Backdoor

A remote administration utility that bypasses normal security mechanisms to secretly
control a program, computer or network.a



